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Introduction

This manual describes the procedure for installing and configuring the U-Prox MPX
wireless monitoring and control panel. Please read this manual carefully before using
the device.

Technical support for all products of the U-Prox trademark is provided by phone:
+38(001)481-01-69 and/or e-mail: support@u-prox.systems.

Security warnings

When installing and operating the appliance, it is necessary to comply with the "Rules
for the technical operation of electrical devices by consumers” and the "Safety rules for
the operation of electrical devices".

The device must be installed with the power supply turned off.
Fire safety rules must also be observed when performing work.

WARNING. DO NOT DISASSEMBLE THE DEVICE OR ITS POWER SUPPLY WHILE IT IS
ENERGIZED OR USE THE POWER SUPPLY WITH A DAMAGED CABLE.

WARNING. THE DEVICE HAS A BUILT-IN BATTERY. SUBSTITUTING AN INCORRECT TYPE
OF BATTERY FOR THE DEVICE MAY RESULT IN A FIRE OR EXPLOSION. DISPOSE OF USED
BATTERIES IN ACCORDANCE WITH LOCAL LAWS AND REGULATIONS.


mailto:support@u-prox.systems
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Description and principle of operation

U-Prox MPX is the center of a wireless security system. It manages the home security
system and supports the connection of wireless devices (detectors, keypads, key fobs,
etc.) via a radio channel at a distance of up to 4800 m. The device interacts with the
user and the security company using the Internet (Wi-Fi, Ethernet) and LTE
communication for reliability.

The device has two transceivers - 868.0..868.6 MHz with several redundant channels
and provides secure, encrypted (256-bit encryption key) two-way radio
communication with radio channel sabotage detection.

Wireless devices connected to U-Prox MPX operate according to the notification
scheme of data transmission - they notify about events that have occurred, such as
motion detector or magnetic contact triggering, and periodically transmit their status,
such as battery level, etc. This principle of operation allows you to save battery and
reduce the load on the radio channel.

U-Prox MPX supports photo verification and photo recording of alarms thanks to
motion detectors with a built-in U-Prox PIR Cam.

The device has a built-in 2500 mAh battery and can operate for up to 20 hours in the
absence of main power.

To interact with users, the device requires Internet access to connect to the U-Prox
Cloud service. Using the cloud service and smartphone applications, users can
connect to the U-Prox MPX for management and configuration.

The U-Prox Cloud service is required to interact with the security system and its
maintenance, to receive new software versions of both the security center itself and to
update the software of wireless equipment connected to U-Prox MPX.

U-Prox MPX and U-Prox Cloud are designed in such a way that only the minimum
required amount of personal data is stored on the cloud service in a secure form, and
communication between the device and U-Prox Cloud takes place via a secure
imitation and crypto-resistant channel.

The device can work both autonomously, with the transmission of events to users'
smartphones, and with connection to security companies. The device uses Internet
access to transmit events to security companies. Depending on the device settings,
events can be transmitted to the security company directly and/or via the U-Prox

Cloud.
Device models and their differences
\Wi-Fi 4G(LTE) Ethernet PIR Cam
U-Prox MPX L + + - 250
U-Prox MPX LE + + + 250
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Functional elements of the device

1. The case of the device
2. Light indication
3. Backplate
4. GID - serial number of
the device
Tamper contact

5.
6. On/off button

EE_EJ

7. Connector for
connecting the power
supply unit

8. Connector for
connecting an
Ethernet cable
(computer network)

Features

Security groups
Wireless devices in the system

Users

Power supply

Power redundancy
Radio communication

Radio communication
parameters

Data transmission (radio)

Communication channels

Data transmission (Internet)
\X/i-Fi

LTE/GSM modem

Operating temperature range
Permissible humidity

Climate class

Overall dimensions and weight

9. SIM card holder
10. Cable clamps

30
250 zones for detectors
250 key fobs
250 SecureKey identifiers
30 keypads
150 outputs
8 radio repeaters
250
12B, 0.35 A
2500 mAh battery, up to 24 hours (2G/4G only)
2 wireless ISM interfaces, with multiple channels and
speeds
ITU region 1 (EU, UA): 868.0..868.6 MHz,
100 kHz bandwidth, 20 m\¥ max., distance to

devices

- up to 4800 m (outdoors);

ITU region 3 (AU): 016.5..917 MHz,

100 kHz bandwidth, 20 m\¥ max, distance to devices
- up to 4800 m (in open space).
Two-way communication, encrypted, with sabotage
(jamming) detection. The encryption key is 256 bits
Computer network - Wi-Fi 2.4 GHz and Ethernet port
100 Mbit, LTE modem for backup.
For initial setup - BLE 2.4 GHz
Two-way encrypted communication,
encryption key - 256 bits
2.4 GHz, 802.11b/g/n, Open/\WPA/\WPA2/\WEP
14 dBm for 802.11n MCS7, 20 dBm for 802.11b
LTE-FDD Cat 1 - B1/B3/B5/B7/B8/B20/B28,
GSM - B2/B3/B5/B8,
2 SIM card holders
-10°C ... +45°C
up to 75%
[ (EN 50131)
167 X 120 X 25.4 mm and 245 grams
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THE BATTERY CANNOT BE CHARGED AT TEMPERATURES BELOW 10°C, MAKE SURE THE
POWER ADAPTER IS CONNECTED.

Zone

Zone - a part of the room protected by a security device or wireless detector. For
example, a room protected by a motion detector can be Zone 5, and a window
protected by a magnetic contact can be Zone 7. Depending on the type, a wireless
detector can work with several zones, for example, a combined motion and glass
break detector uses two separate zones.

Mobile communication

U-Prox MPX L and LE supports 4G/2G communication. The 2G data transfer rate is 20-
55 kb/s, and 4G - up to 10 Mb/s.

The device works sequentially with two SIM cards, when one of the cards is active, the
other is in cold standby.

The device automatically detects the service provider and settings for accessing the
mobile network.

Depending on the services provided by the service provider, not only data transfer is
available, but also a call to a specific phone number, which can be used to notify users
of an alarm.

IF BOTH SIM CARDS ARE NOT IN THE DEVICE FOR 5 MINUTES, THE DEVICE WILL TURN
OFF THE MODEM. IN THIS CASE, AFTER INSTALLING THE SIM CARD, YOU NEED TO
RESTART THE DEVICE.

Wi-Fi
All U-Prox MPX models support 2.4 GHz Wi-Fi.

Search and connection to the access point can be performed both locally from the U-
Prox Installer mobile application via BLE (Bluetooth Low Energy) channel and remotely
from the U-Prox Installer WEB web portal or the U-Prox Installer mobile application.

DHCP is supported for dynamic IP address assignment in the network.

Ethernet

U-Prox MPX LE supports connection to a wired computer network. The data transfer
rate is up to 100 Mbps.

DHCP is supported for dynamic IP address assignment in the network, and it is also
possible to set the IP address settings manually using the U-Prox Installer WEB web
portal or the U-Prox Installer mobile application.

Power supply

The device is powered by a 12V power supply and has a standard 5.5x2.5mm DC plug
socket, which allows the use of other power supplies or connection of an external
uninterruptible power supply or battery.

In the absence of main power, the device enters the power saving mode when
operating from the built-in battery.
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access control

In this mode, when there is no connection via Wi-Fi and Ethernet, they are turned off
and only LTE works.

The constant status display of the device will also be disabled, instead the status will
be displayed every 30 seconds.

Display in the current mode

The U-Prox indicator light on the front panel of the device shows the current status of
the device:

\ Glows green - there is a connection to U-Prox Cloud via at
- \ least one of the communication channels

\ Glows red - no connection to U-Prox Cloud via any of the
- \ LTE, Ethernet or WiFi channels-

Indication during operation without main power supply

\ Flashes green every 30 seconds - there is no main power
&jgpﬁfj/ supply, the device is in the power saving mode, and there is
communication with U-Prox Cloud via at least one of the

communication channels

\ Flashes red every 30 seconds - there is no main power
= supply, the device is in power saving mode, and there is no
\ connection to U-Prox Cloud via any of the LTE, Ethernet or

WiFi channels
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Installation

Selecting the installation location

Carefully choose the location of the U-Prox MPX wireless security center, it must meet
the following criteria:

Reliable communication with U-Prox wireless devices
Stable LTE mobile network signal

Stable signal of the Wi-Fi wireless network

Internet access via Ethernet (for U-Prox MPX LE)

5. The device should not be placed in the open

rwN e

The U-Prox MPX must not be placed:

1. Outdoors or in rooms with unacceptable humidity and temperature
2. In places with a high level of radio interference
3. Near objects that can cause radio signal attenuation (metal, mirror, etc.)

Connection
1. Slide the backplate down and detach it

2. Place SIM cards of mobile operators with the PIN code request disabled in the
holder

3. Only for U-Prox MPX LE: Connect the U-Prox MPX and the router with an Ethernet
cable

4. Connect the power supply to the device connector

9
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5. Secure the cables with the clips (10)

Turning on and off

For the appliance to turn on, simply connect the power supply to the appliance and
plug the power supply into a power outlet.

To turn on the appliance without the main power supply connected, press the (6),
the indicator light (2) will turn on and the appliance will start booting up.

To turn off the appliance, disconnect the power supply, then press and hold the (6)
for 3 seconds until the sound indication and the light indication go out.

Testing the connection
WARNING. BEFORE PERFORMING THIS STEP, THE DEVICE MUST BE CONNECTED TO
UPROX CLOUD.

1. Launch the U-Prox Installer application
2. Select a device from the list
3.  Move the device to the pre-selected installation location

Au

\ IlII
| >

4. Using the data in the U-Prox Installer mobile application, select the location with
the optimal signal strength

Installation
1. Mount the plate (3) on a surface (e.g. wall) at the installation location using the
screws and dowels provided

10
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L

2. Make sure that the power supply and Ethernet cable (for U-Prox MPX LE) are

connected and secured with the clips (10)
3. Place the device on the backplate (3) and slide it down to engage and lock the

tamper contact (4)

4. Secure the housing with the supplied screw

11



Working with U-Prox Cloud

U-PROX

To work with U-Prox devices in the cloud system, two separate applications are used,
the functions of which are separated. The first is the U-Prox Home user application for
managing the security system and the second is the U-Prox Installer application for

configuring U-Prox devices.

The U-Prox MPX device is configured using the U-Prox Installer mobile application or
the U-Prox Installer WEB web portal via the U-Prox Cloud.

To access U-Prox Cloud services, you need to register and create an account. To
register an account, use your email address.

U-Prox Cloud accounts

The cloud system supports the following types of accounts:

Individual (autonomous) Registration is carried out from the U-Prox Installer
installer application or on the U-Prox Installer WEB portal

https://websecurity.uprox.systems/

Available for individual installers:

Add U-Prox MPX devices to U-Prox Cloud

Remove U-Prox devices from U-Prox Cloud

Add (register) wireless devices to UProx MPX, such as
detectors, keypads, etc.

Configure the added wireless devices

Setting up security groups in UProx MPX devices
Create users of the UProx MPX security system and
configure access parameters for them, such as a
keypad code, key fob, receiving notifications, etc.
Providing access to the U-Prox Home mobile
application to users

Viewing events for all U-Prox devices added to the
installer's account

Transferring the U-Prox MPX security system for
maintenance to a security company

Security company To register, please send a request to support@uprox.systems

administrator

Available to the security company administrator:

Setting up company information - description, logo,
contact details

Manage company personnel - add or remove
engineers and managers of the security company
Manage access rights for company personnel, for
example, limiting the list of devices available to the
installer

Processing applications for connecting devices from
individual installers

Adding U-Prox MPX devices to U-Prox Cloud
Removing U-Prox devices from U-Prox Cloud
Adding (registering) wireless devices to UProx MPX,
such as detectors, keypads, etc.

Configure the added wireless devices

Setting up security groups in UProx MPX devices
Create users of the UProx MPX security system and

12
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Security company installer

Manager in a security
company

User of the system serviced
by a security company

U-PROX

configure access parameters for them, such as a
keypad code, key fob, receiving notifications, etc.

e Providing access to the U-Prox Home mobile
application to users

e Viewing events for all U-Prox devices added to the
security company's account

e Downloading the U-Prox Console event receiver
software to receive events from security centers and
connect to monitoring software

Registration is carried out via an invitation link sent by the
security company administrator to the installer's e-mail

Available to security company installers:

e Adding U-Prox MPX devices to U-Prox Cloud

e Add (register) wireless devices to UProx MPX, such as
detectors, keypads, etc.

e Configure the added wireless devices

e Setting up security groups in UProx MPX devices

e Create users of the UProx MPX security system and
configure access parameters for them, such as a
keypad code, key fob, receiving notifications, etc.

e Providing access to the U-Prox Home mobile
application to users

e View events for all U-Prox devices added to the
installer account

Registration is carried out via an invitation link sent by the
security company administrator to the installer's e-mail

Available to the security company manager:
e View devices and events for all U-Prox devices added
to the manager's account
e Processing requests for connecting devices from
individual installers

Registration is carried out via an invitation link sent by the
security company's installer to the user's e-mail.

The system is controlled from a separate user application -
U-Prox Home

Available to the user:
e View the status of the security system and devices in it

e Arming and disarming the system

e Partial arming - Perimeter mode (night mode)

e Control of home automation actuators - relay, valve,
etc.

e Viewing events in the system

e Online viewing of video surveillance cameras

e Receive alarm notifications

e Viewing images on demand or during photo

verification of alarms from U-Prox PIR Cam detectors
e Add users if the installer has granted the appropriate

13



User of an autonomous
system

U-PROX

permission

Registration is carried out via an invitation link sent by an
individual installer to the user's e-mail.

The system is controlled from a separate user application -
U-Prox Home

Available to the user:

View the status of the security system and devices in it
Arming and disarming the system

Partial arming - Perimeter mode (night mode)
Control of home automation actuators - relay, valve,
etc.

Viewing events in the system

Online viewing of video surveillance cameras
Receive alarm notifications

Viewing images on demand or during photo
verification of alarms from U-Prox PIR Cam detectors
Add users if the installer has granted the appropriate
permission

Transferring the U-Prox MPX security system to a
security company for maintenance

14



U-PROX
\
U-Prox Installer mobile application

Application for setting up the U-Prox wireless security system.

It is intended for both individual users and engineers of central monitoring stations.

Using a mobile phone, the app allows you to perform full security system setup: install,
test, and calibrate wireless system elements; configure security groups; connect to
monitoring stations; add users and give them the right to control the security system
from the U-Prox Home app.

m| - [m

' App Store

[ # Download on the

GETIT ON
» Google Play

U-Prox Home mobile user application
The app is designed to control the U-Prox wireless security system.

Using your mobile phone, regardless of location, you can arm and disarm your home,
control home automation devices, and monitor system events using push notifications
and event history for a specified period of time.

In one app., you can manage several security systems (for example, an apartment, a
country house), each of which can have one or more security groups (for example, a
house, a garage, a safe).

Download on the

Ui
[ ' App Store

GETIT ON
» Google Play

Installer web portal

The U-Prox Installer WEB web portal is designed to configure the U-Prox wireless
security system.

It is intended for both individual users and engineers of central monitoring stations of
security organizations.

Eﬁ E Using a web browser, you can perform full configuration of the security
1 system:install, test, and calibrate wireless system elements; configure

security groups; connect to monitoring stations; add users and grant
) them the right to control the security system from the U-Prox Home
I

app.

https:// web-security.u-prox.systems/

U-Prox Console v2 event receiver

U-Prox Console v2 is a software for easy connection of U-Prox devices to monitoring
software. U-Prox Console v2 works with most monitoring software and supports
ContactlID, XML, and SIA.

15
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U-Prox Cloud
XmapHi cepsicn

mapy
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MepexanpasnenHa =
—_—

noprie

|
M

U-Prox Console v2 MoHiTopiHrose
nporpam-e
3abe3neveHHA

U-Prox M
The U-Prox Console v2 software and configuration file can be downloaded from the
security company administrator's workstation on the U-Prox Installer WEB portal.
@v - @ X
-Prox Console v2 G voaincoa s [ bain

KinbkicTb npunapis: 1 1004

Nopiw 3a cekyway O / y uepsi 4 / nicna mepesanycky 0 / 3a 5
xsunuw 0

i () online offline e A ARA ML coiees
--_- AxaynT MNosigomnenns Ko noaii Yac nopii rpyna lineiid Kawan
ontine | 1084 e0:es:98:30:21:1E (@)() T

. . . 1004 Buxin 13 pexumy nporpamypaHns E628 ‘2143210. (] [} CLOUD
2023-05-25
1004 flocTanoska nin oXopoHy R401 12:48:10 2 s01 CLouD

ExcnopT y .xls
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Settings
1. Download and install the U-Prox Installer mobile application to configure the

system
2. Launch the U-Prox Installer application and log in

IF NECESSARY, REGISTER IN THE SYSTEM AS AN AUTONOMOUS INSTALLER OR GET
ACCESS AS AN INSTALLER OF A SECURITY COMPANY

Add a device to the U-Prox Cloud

1. Launch the U-Prox Installer application or open the web portal in a browser and
login

U-PROX
INSTALLE]

Yaintn

7199-1313

2. Pressthe button (4¥) ("Add device") to add a device

o @ 214368

U-Prox Installer

] TectoBuit MLIO

KinbkicTb npunagis B kKomnaHii opary npnnag

17
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3. When adding a device from the U-Prox Installer mobile application, you can add a
security center by serial number or find it using Bluetooth

2143 di 0N T 4TS

MiakntoynTrcs yepes Bluetooth

DoaaTtyi 3a cepiHM HoMEpoM

a.  When you click the "Connect via Bluetooh" button, the app will search for the
device via Bluetooth. For the app to work properly, you need to enable
geolocation and Bluetooth services

BigmoeuTH Aozsoautn

b. To activate Bluetooth in the appliance, you need to break the tamper contact
of the appliance. To do this, move the device mounted on the backplate

upwards. Alternatively, if the device is not yet mounted, slide the mounting
plate (3) down

ATTENTION! AFTER BREAKING THE TAMPER, THE BLUETOOTH IN THE DEVICE WILL BE
ACTIVE FOR 15 MINUTES. AFTER THAT, TO RESTART BLUETOOTH AGAIN, YOU NEED TO
RESTORE AND BREAK THE TAMPER OF THE DEVICE

c. The U-Prox Instller app will search for and display the found devices nearby

18
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204353 08N T ATRE

& [onasanHa npunany

00:08:B7:FE:33:1A an 033w

CkacyBaTu

JDopaTu 338 CEPIHUM HOMEPOM

Select the device you want to add to your account from the list

00:08:B7:FE:33:1A

CkacyBaTn

[onaty 3a CepifHUM HOMEPOM

After selecting the device, the application will offer to configure Wi-Fi. Click
'Skip" to perform the settings later, then the device will use the mobile Internet
to communicate with the U-Prox Cloud if a SIM card is inserted or Ethernet - a
wired Internet connection (only for U-Prox MPX LE)

HanawTyBaHHs Wi-Fi X
Mepexi

el e

Baw npwnan nigTpuMye Wi-Fi
3’efHaHHA.

HanawTysaTtu Wi-Fi

After pressing the "Set up Wi-Fi" button, the device will scan for Wi-Fi
networks

19
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WARNING. THE DEVICE WORKS ONLY WITH 2.4 GIGAHERTZ WI-FI, OTHER TYPES OF WI-FI
ARE NOT SUPPORTED AND WILL NOT BE DISPLAYED DURING SCANNING.

g. Select the network you want to connect to from the list and enter the
password

HanawTyBaHHs Wi-Fi X
Mepexi

h.  The device will connect to the Wi-Fi network and start connecting to the U-
Prox Cloud

U-Prox Installer

Mpunan 00:08:B7:FE:33:1A
ycniwHo nia’eaHaHo no Wi-Fi

3efHaHHA...

MpONOBXUTH peeECTpaLlito

3akpuTi

4. When adding a device from the U-Prox Installer WEB web portal, you must enter
the serial number of the security center. In the U-Prox Installer mobile application,
click the "Add by serial number" button.

20



] TectoBui MLIO

<— [lopasaHHsa npunagy

[ln% RORABAHHR HOBOTO NPABAY NAKNIONITS NPWNBA AO MEPEX i BBEAITS HOrO CepiliHMii
Howmep (GID). CepiiiHuii HOMep BKa3aHHI N/} KPHILIKOIO Ha 3BOPOTHOMY GoLl NpUnaAY i
2 swakie (Hanpuknaa: 00124BEB9SAC)

Rani watwceite wionky *Aogaru’

Sikuo Baw npunag NATPUMYe Wi-Fi MAKTIOUeHHS, CKOPHCTAIHTECA MOGINLHIM AOAATKOM U-
Prox Installer

Jlani watucits kHonky “flogaTu”
00:08:B7:-FE:33:1A

Donatv

SIKUO AORABAHHA NPUNAAY He BIAGYBAETLCH, CNPOSYFTE Nepe3anyCTUTH Aoro.

5. The device will be connected to an account in the cloud

C @ hips//web-security.u-proxsystems/pancls/create

Mpunag AoaaHo

] TectoBuit MLIO

KinbkicTb npunagie B koMnaHii: 1

MoLuyK 38 aKKayHTOM
Q -

Aaza
[| 00:08:87:FE:33:1A | Ethemet + Wifi | LTE| B
opengi

IO

Basic settings of the security center

U-PROX

\ __access control '\

engN

aBaHHs Npunany

Qunctutn

[fonat

CkacyBsatu

~ e % PRH»x00Q: 1224 @

U-Prox Installer

Mpunag aogaHo

Mo crivcky npunagpie

1057 @

U-Prox Installer

[Lopatv npunaa

ATTENTION! AFTER SUCCESSFUL ADDITION, THE DEVICE IS CONNECTED TO THE
ACCOUNT OF A SECURITY COMPANY OR AN INDIVIDUAL INSTALLER. TO ADD IT TO
ANOTHER ACCOUNT, YOU WILL NEED TO DELETE THE DEVICE FROM THE PREVIOUS
ACCOUNT.

1. Select the device you want to configure from the device list

21
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ttps://web-security.u-proxsystems/panels

] TectoBui MLO

KinbkicTb npunagie B koMnaHii: 1 [Dlopatv npunaz

Mowyk sa akKayHToM Q

o - O
__ Assa
| 00:08:B7:FE:33:1A | Ethemnet + Wifi | LTE | B

opengai

S 0@

2. Go to the security center settings

oK SyStems/p:

ac%

(SHEpH/ 7 PEXVM CINMGES 7,

Hanauwrryaauss rpyn @
Oroenenns N3 @

Caitnoza iHankauin @

_ U-Prox MPX LE
AgTosiawina rpuaorn @

HanawTymanus
CTiNbHUKOBE MEPEXE NEPEAEN] AaHNX rpyn

WiFi ? Caitnosa
-Fi Mepema arhat-home THpukaLia

Ethernet DHCP @ AgTOBigMiHa

TpMEOrU

00:08:B7:FE:3! [unaminuii

CrexwTh 3a GanaHcom SIM-captu @ 5 9
OHoBrieHs M3

CwpeHa npw nosiTpAHIA Tpracai @ BUMKHEHD HanawTyeaHHa

Wi-Fimepexi

Uscoawit noac e

3. "Group settings - go to the section for managing security groups
4. Device name setting - change the name of the security center

« C @ hitps//web-security.u-proxsystems/panels/00:08.87: L33 TAVedil/settings o x PR *» =00 :

3MiHWTK Ha3By

- npuna,
3MiHMTH Ha3By Npunany P! ny

U-Prox MPX LE

Cracysau

5. "Software Update" setting - enable or disable automatic updates of the security
center firmware from the cloud service
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OHosneHHa N3

OHoenennsn N3

O BpyuHy

@ eovanno @ AsToMaTUuHO

O Bpyuny Nossoantv npunany
ABTOMaTUYHO OHOBMHOBATU
nporpamHe 3a6E3NeyeHHs.

O

v 2w PR »=00Q

CeiTnosa iHankauis
CeiTsioBa iHAMKaLia

O Hi
Q Tak

HanawTyBaHHs ¢BiTnosoi
iHaUKaUil Hanuey «U-Prox» Ha
NULBOBIX NaHeni.

Cxacysatu

7. 'Auto-cancel alarm’ setting - the alarm is canceled after a specified time or after a
user actlon in the app or after entering a code from the keyboard

« C @ hiipsy//web-security.u-pr 00:08: 3 o x PR *» =00 :

ABTOBIfiMiHa TpUBOrKN
@ Binknroyero

O 10 cekyHn
ABTOBIAMIHa TPUBOTH
@ oo
O 10 cexynn
O scapa

O 30cekyHn
O 1xeunuHa

O 3xsunnhu

QO 1owma
@) o

MOXNMBICTE BKNIOYUTH
2BTORIAMIHY TPUBOIK T2 06paTh
4aG YePes KNI CuCTeMa
CaMOCTIWHO BIANPABUTE HOPMY
0 TPMBOXHIN KHOML (2 6penoky,
MOBINLHOro A0AATKY ab0
Knasiatypw).

Ckacysatu )

CkacyBaTu

8. 'Cellular data network" - set up a mobile Internet connection

9. "Wi-Finetwork" - set up a connection to a wireless computer network

10. "Ethernet’ - setting up a connection to a wired computer network

11. "Keep track of SIM card balance" setting - the device periodically sends a request
to the modem to get the balance of mobile Internet funds
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v 2% PR M»=00

CTexuTu 3a 6anaHcoM X
SIM-kapTn

QO Tak

CrexuTn 3a 6anancom SIM-kapTn

© Hi

@ e

O smnoee

MOXNMBICTb BKIKOYATH
nepesipKy 6anaHcy CiM-KapTu.
MNepesipaeToca 1 pas Ha poéy. B
Pasi, Konv 6anaHc MEHWMIA HIX 5
rPOWOBMX OAUHWULIb, KNIEHTY 6yae
HARICNAH0 NYLW-NOBIAOMAEHHA
NPO HU3LKUIA 6anaHc.

36epertn

Ckacysatu

12. Airborne Alarm Siren setting - enables sound notification on U-Prox Siren and U-
Prox Siren Outdoor devices about airborne alarms and airborne alarms in the
specified region

hitpsy//web-security.u-prox.systems/panels/00:08:87-F:33: 1A edil/settings

CwupeHa npu NoBITPaHIA

TpUBOSI

BK/IIOUYEHHA CUPEHU NpK

NOBITPAHIN TPUBOSI ¥

Bawomy perioHi. JlocTynHo
CupeHa npy NoBITPsHIi TPUBO3i nuwe ana Ykpainu.

(@) QO BumkHeHo
© BsivkHeHo

Ofnacre
M. K

Faon
Bea obnacTe

36epertn

Ckacysat
= 36epertn

13. The Time Zone setting is a parameter that specifies the correction for determining
the local time.

web-security.u-prox systems/pancls/00.08:B7.TEI3: 1A /edit/settings

Yacosuit nosc

Q  Mowyk

‘ QO TUXOOKEaHCbKUM
Yacosmii nosc $ CTaHAapTHUM Yacom
{Mexico/BajaNorte)
(GMT-08:00) 3a
ﬂlEHi"lHOEMEpMKaHCbKI’IM
O TUXOOKEAHCbKUM
CTaHOapTHUM HacoMm
(PST8PDT)

(GMT-08:00) 3a YacoM Ha
O octposax MMiTkepH
(Pacific/Pitcairn)

(GMT-08:00) 3a
niBHIYHOAMEPUKAHCBKUM
O THXOOKeaHCbKUM
_ CTaHAapTHUM Yacom (US/

CracysaTu

Cracysatn

14. Special settings
a. 'Disable tamper" - a setting when enabled, when the device will not respond
to the opening of the case
b. 'Disable radio noise detector" - setting to disable the radio noise detection
algorithm in accordance with EN 50131-1
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1A/edis

s://web-security.u-prox.systems/panels/00

CreyianbHi HanawTyBaHHA

[  simcmouser rananen

() simomouwnn perexrop paiousymy

[—

Bigknoumntu Tamnep BinkntounTu netekTop X
pagiowymy

TaMmnep - AaTyuK BigKpUTTA

Kopnycy aéo BiipuBYy Bill CTIHW. Nicna BigKMOUEHHA NETEKTOPa
BuMKHEHHA peakuil Ha Tamnep pagiowyMy NPUCTPIM NepecTaHe
NEPEAGAUAE MOXNUBICTD BIANOBINATU BUMOraM
MOCTABUTW CUCTEMY Mifl OXOPOHY €BPONENCEKOro CTaHAapTy EN

3 NOPYLEHWM TaMMNEPOM. 501311

25



U-PROX

Setting up Wi-Fi remotely from the U-Prox Installer WEB web portal and the U-Prox Installer
mobile application

1. Select the device in which you want to set up or reconfigure Wi-Fi from the list of
devices

welb-security.u-prox systems/panels
n U-Prox Installer
TectoBui MLIO
: o £

Jamen cropin Mi npod Buxin

KinbkicTb npunagis B komnai: 1 Hoparu npunaa aaaxaynror O dswassoo () dace

Mowyk 3a akKayHTOM

10
=}

@ vcamion (O coimmmonson () 3amssmon

Aasa
00:08:B7:FE:33:1A | Ethemet + Wifi | LTE| B
opengi

Q0@

2. Go to the security center settings and select "Wi-Fi settings”

‘devweb-security.

e % PR *»O0Q:

MepesaBaHTaXUTH NPUNAR

Aaaa ?

Hanaurrysanss rpyn @
U-Prox MPX LE

Orosnenks N3 @
HanawTyaakha

Caitnosa inpuxayin @

iHguKaLia
AgTosiamina Tpusoru @

AsTOSBigMiHa

CrinkHikoaa mepexa nepegaui gannx @ TpuEOrH

Wi-Fi mepexca @ OHoBnexHA M3
Hub HanawTyaakhsa
Al Tpadii:1 MB Blez 2t Wi-FiMepexi
Al Tpagic:1 MB

CrexuH 3a Ganarcom SIM-kaptn @

« C @ hiips//web-security.u-proxsystems/panels/D0.0 ting e % PR »00 :

HanawTysaHHsa Wi-Fi
Mepexi

3MIHIGHTE HANAWTYBAHHA MEPEXI
TiNbKW B TOMY BUNaAKY, AKIWO

NaHWIA KaHan 38'A3Ky 3 NPUNanoM

HanawrysaHHa Wi-Fi Mepexi
HE € EaMHUM

SMiHIOITE HANALITYBAHHA MepEXi TiNbkN B
TOMy BUNaJKY, AKILO ABHMR KaHan 38°A3KY 3
NPUNAAOM He € EANHIM

Wi-Fi Mepexa

U-Prox
Maponb

THATBEPAPKYIO HARBHICTS
ILTEPHATHBHOND KaHaY 38'AKY

[ iareceaxyio s
lowyk Wi-Fi Toyok wbIepHE IV 0 ©

TR

4. The following will be searched
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s x PR *»00 :

Mowyk Wi-Fi To4ok

{2

OuikyBaHHs
Motuyk Wi-Fi ToHOK.. i

i Q <

WARNING. THE DEVICE WORKS ONLY WITH 2.4 GIGAHERTZ WI-FI, OTHER TYPES OF WI-FI
ARE NOT SUPPORTED AND WILL NOT BE DISPLAYED DURING SCANNING.

5. The found access points are displayed in the list. Select the network you want to
connect to from the list

o % PR *»=00 : 21568

U-Prox Installer

3HaipaeHo Wi-Fi Toukn

U-Prox-Guest

il Fepa ecra
"\ ARTGuest

it

" MTELe
rocket

" kan-private

Cxacysarn

6. Enterthe password and confirm the availability of an alternative communication
channelin case the Wi-Fi connection fails

HanawTyBaHHs Wi-Fi X
Mepexi

BMIHIOUTE HANAWTYBaHHRA MEPEXI
TiNbky B TOMY BUNaAKy, SKILO

H WiFi v LaHWI KaHan 38°A3Ky 3 NPUNatoM
lanawTyBanHa Wi-Fi mepexi 6 & ERUHAM

IMiHIOATE HaNAWTYBaHHA MEPEX TINbKW B
TOMy BUNAZAKY, RKILLO ABHW KaHan 38'R3KY 3
PUNTBAOM He € EANHIM

Vi Wi-Fi Mepexa
U-Prox-Guest

U-Prox

Napone

TMowyk Wi-Fi Touok

" N
36eperti C MNowyk Wi-Fi Touok b}
Y

Cxacysatn ) Beaporti

7. The Wi-Fi network will be connected
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2% PR»=00Q

&

36epexeHHst aMiH
36epeXeHHs MIH....

Setting up a cellular (mobile) network

1. From the list of devices, select the device for which you want to set special cellular
network parameters

| u-ProxMPXLE "~ jil

< Cuctema Lloaay pagionpcTpia

U-Prox MPX LE

Tpynu: 1

Hanausryaaums rayn @
Onoenenns 113 @

Ceitnoga ivgmxayin @

- U-Prox MPX LE
AgTosiawiHa Tpusorn @

HanawTysaHHsA
CrinsHukosa mepexa nepeaasi fannx @ T rpyn

WiFi wepena @ Caitnosa
iapukaLia

EEEEEE f— AsTosivina
TpuEOrU

CrexuTh 3a Ganarcom SIM-kaptu & BigknioueHo

OHoenexHHA N3

Cwpena npu nosiTpskiA Tpracai & BUMKHeHO HanawTyeakhsa
Wi-FiMepexi

Uacosw nosc uTC

3. Select the SIM card for which you want to specify special settings
4. Set the necessary settings, confirm the availability of an alternative communication
channel in case the connection fails. Click the "Save" button.
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« C & huips//web-security.u-prox.systems/panels/00:
HanawTyBaHHa Mepexi

MoxnveicTb aBTOMaTUYHOro
OTPMMaHHA NapameTpie
NIGKNIOYEHH ANA Mepexi
nepegavi faHuX Big onepaTopa
Mo6inbHOro 38'A3KY (APN), abo
BKA3aTH iX CAMOCTIHO.

HanawTyBaHHa Mepexi
O Asoumamasensn

@  sosamoopuy

QO AsToBMaHaYeHHA

@ 3anatu Bpy4Hy

Touka AocTyny
myapn

IM’7 KOpUCTYBaYa
usr

TlipTRepzpyio HaRBHiCT::
ANBTEPHATUBHOTD KAHANY 30'AIKY

Mapons

NiaTeepaXyIo HaAe: IeTL
ABTCPITY DO © <A1ty 90 HIKY

36epertn

Cracysatu

3éeperty

Setting up a wired Internet connection (Ethernet, only for UProx MPX LE)-

1. From the list of devices, select the device for which you want to set the wired
connection parameters

& C @ hups//web-securlty.u-proxsystems/pancls/00:08 B7:F L33 Avedit/eystem o @ v PRM»OO 150 ¢

TecTorwi NLO Crcea

U-Prox MPXLE 7 Il

< Cuctema Llosaty pagionprcTpin

Koprerya
U-Prox MPX LE
Tpyna1

ot

2. Go to the security center settings and select "Ethernet”

& c 1AVedivsettings o 2 & »= 0@ : &0 % Nl SR

a0k

Hanawrysauua rpyn @

Oroenenna N3 @

Caitnoza iHankauin @

_ U-Prox MPX LE
AsToBigMiHa TpBOrM @

HanawTyaakia
rpyn

CrinsHukosa mepexa nepepayi aannx &

Csitnoea
iHguKkaLia

WiFi mepewa @ arhathome .

Ethernet DHCP @ i — AsToBiguMiHa

TpMEOrU

CrexiT 3a Ganancom SIM-capta @ o 9
OHoBreHHs M3

Cwpena npw noBiTpaHiA Tpracai & BUMKHEHD HanawTyeaHHa

Wi-Fi Mepexi

Hacoawi noac e

3. Set the necessary settings, confirm the availability of an alternative communication
channel in case the connection fails. Click the "Save" button.
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HanawTyBaHHs Ethernet DHCP

BuGepirs Tun IP-aapecu
O mwamani
© comum

192.168.1.14

255.255.255.0

192.168.1.251

192.168.1.251

] Tligrsepipeyio HaneHicT
NBTCPHATHDINONO Kaliany 3B AIKY

36epertn

Cracysaty
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HanawTyBaHHa
Ethernet DHCP

Bné6epito Tvn IP-aapecn

QO DuHaMivHmin

@ Cratuunun

IP-anpeca”

192168114
Macka nigmepexi®

255.255.255.0
Wnkoz*

192168.1.251
DNS-cepsep®

192.168.1.251

Niarespaxyto Hanerics
ANNTEPHATYAHO 0 <aMATY SR ASKY

3bepertu
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Registering wireless devices
1. Select the U-Prox MPX to which you want to add the wireless detector from the
list of devices

o et FPRM»OO: 150 ¢

Cucrema

< Cuctema Llosaty pagionprcTpin

U-Prox MPX LE

Tpyna1

2. Pressthe button (4) ("Add Radio Devices"), the security center will enter the mode
of registering detectors, keypads, etc. In this window, you can click on the device
icons and view the instructions for activation.

<« C @ hips/fweb-security.u-proxsystems/panels/D0-08BTIE33:1Aeditfperipheralregiste

PeecTpauia papionpnc

] TectoBuit MNLIO
—

€ PeecTpauia pagionpucTpoto

CTaHLTE NIOPYY 3 NPANAROM, HATHGHITS T8 YTPMYJTE KHOMKY HHBNEHHRA Ha 2 CaKYHAN 860 NIePecyHLTE NEPEMHKAY HA SBOPOTHOMY BOLI PUGTROIS, | ACHEKAITECH AOTD BKTHBAW.

kWO ATUK BXKE BKNIONEHIR, TO ANA peccTpaLi ROrD HEOBXIAHO CROYETIY BUMKHYTH, & NOTIM IHOBY BKAIOUMTH. JIAR LIbOFD HATHCKITS Ha KHONKY | OTPMMa#Te Ti 5 cekyHA (6o

nepecyHETE NepeMuKay B nonoxeHHs "OFF") - RaTuHK BUMKHETECA.

[IN 3HAXOMKEHHS KHOMKH A5 NEEMMKAYa CKOPHCTANTECK UMMM HCTRYKLIAMA.

3. According to the instructions, turn on the wireless detector and bring it to the
security center at a distance of about 1 meter
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4. Wait 15-20 seconds - the wireless detector will be registered and its settings will
be opened in the app

edit/peripheral/registe o2 % PR HM» =00 : 1547 ¢ B © 0 & % Tl B0%@
& Datimk1

JDaruuk aopato bes Haseun

Toyna

Csitnosa
iHAuKaLia

LliTaTHa iHAMKaLiA |

36epermn

SakpuTi y
CRoEilLieHHs Npo

TemnepaTypHi
Mexi

BCTaHORNEHHA

5. After changing the settings, device registration will continue

« C @ hilps/fweb-security.u-proxsystems/panels/0B0BBTFEI21 Adedit/peripheral register o2 a BR MO0 [

Tectoswii MLIO S

Genmer leropin
3aTpHMKa Ha BXif

S romm

SarpumKa Ha
Buxin

3aTpUMKa Ha BXif
B pEXUMI
MocraHoska
aannwaiock

€— PeecTpallifl pagionpucTtpoto

U

SaTpumka Ha
BUXig B pexinl
MNoctaHoBka
3aMWaKch
CTaHsTe NOPYY 3 NPUNEAOM, HATHCHITE Ta YTPHMYATE KHOMKY XHBNEHHA Ha 2 CEKYHAH A00 NEPECYHLTE NEPEMUKEY Ha ABODOTHOMY GOLI NPHCTROI, | AOUSKAHTECA AOMO AKTHBALYL.

AKWIO ASTUMK BXE BK/IOUEHH, TO ANR PEECTPAUIT HOro HEOBXIAHO CTIOUATKY BUMKHYTH, & NOTIM 3HOBY BKMIOUNTH. [NA UbOTo HATHCHITE HA KHOMKY | NOTPUMAHTE IT 5 cekyHA (ato
NEPECYHETE NEpEMHKEy @ NonaxenHa "OFF’) - AaTHHIC BUMKHETECR

MocTaHoBKa 3
nopyLeHuM
AaTunkom

AN SHAXOWKEHHA KHOMKN al0 NepemuKaya CKOPHCTATECS LMMM IHCTRYKLIAMM.

BUMKHyTH TpUBOTY
npy BTpaTi 38'A3KY

BigkniounTi
Tamnep

MpoaoBXUTK peecTpauio

6. To complete the registration, click the button € in the application window
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Adding a user

1. After registering your existing wireless devices, go to the Users section to set up
users

2w PR*»x0O 1228 GG DEHN T 0

lopaty kopreTyBaqa

() Ewerena

< Kopuctyeaui [onaTy kopucTysaus

2. Pressthe button (4) ("Add user") and enter their name.

o @ v PRM»OO 230 i B B © m b 1 T 06%

< C @ hupsi/web-security.u-prowsystems/panels/00:08 BT:FE33: 1A edituse:

< [lopatv kOpUCTYBaYa

] TecToBuit MLIO

Nerpetiko M.N

INEES

Lopatn

Hopatn

3. Click the "Add" button - the user will be created

33



U-PROX

Add a passcode for a user
If the system uses a keyboard, provide users with a PIN code.
1. Goto the "Users" section
E o w % RR*»O0O: 13018 ITILAT

3 C @ hupsy/web-security.u-prox.systems/panels/D.08:07. 331 Aedit/users
[onatu kopncTyBaqa

:] TecToBui MLIO

2, 01l Nerpesranal

(e

Loaam kopcTysaya

< KopucTtysaui

). 011 Nerpenko NN

2. Select a user from the list

€ C @ hups/jweb-security.u-proxsystems/panels/00:08 57T 1A edit/users/ediy/ 1406 s euax
€« PeparysaHHa KOPWCT!

:] TectoBuid MLIO

() cvome B

< PeparyBaHHA KOpUCTYBaya
MeTpenko M.M1

KnagiaTyphiii KO NOCTHOBKA/SHSTTR

KnagiaTyphuii ko

foa
MNetpenko MN.1N

Buaanwim kopucTysava

3. Select "Keypad code for arming/disarming"
4. Enter the key code and click the "Save" button

itps://web-security.u-prox.sys

Bpenok

MoGinkHwil AORATOK

[38iHOK NPH TPHBO3I

3MIHUTY KNaBiaTypHU KOA
MOCTAHOBKW/3HATTA

36epertn

Ciacysaru

5. The passcode will be saved

NOCTaHOBKU/ZHATTA
Bpenok

MoéinaHuit
nogaToK.

[3aiHok npu
TPUBOaI

Buganutu kopmucTyBada

KnagiaTypHui koa

KNz aTygi Wi KOR NOBY | €11 CCIABATHGA 3 6

:

CkacyBaTtu
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Registration of a wireless key fob
To add a wireless key fob to a user, do the following

1. Gotothe "Users" section

€« C @ hupsi/web-security.u-proxsystems/pa :1Afeditusers

TecToBui MLIO

01| Nerpe=xa NN

[loaaw KopucTysava

<— KopuctyBaui

01| Metpenko NN

2. Select a user from the list

o w % BER*»OO: 1100 do s

< PenaryBsaHHA KopncTyBada

< C @ hitpsy/web-security.u-proxsystems/panels/00:08 B7:ME 3 TAVedi Yusers/ed V1

TecToBuit MLIO

= My W)

<— PeparyBaHHA KOpUCTyBaua

MeTperko M.M1

KnagiaTypHHii KOA NOCTAHOBKM/IHATTA

BpenoK KnagiaTyphuit Kog
NOCTaHOBKU/3HATTA

MoSinsHHit A0RaTOK
Aon Bpenok

. MoginsHuit
N o Ja8iHok NpH TRHBO3I TonTor
Hainok npu

MetpeHko M.MN TpUBO3I

BAAANHTH KOPHCTYBYA

BupanuTv KopucTyaada

3. Select the "Keychain" item, keychain registration will be started

o w PR *» 0@ : 1418
& [lonasanna 6penoka / TpMBo..

<« C @ hiips//web-security.u-proxsystems/panels/00.08:0

TectoBuit MLIO

Kowrasis

B = Peau

< [lonaBaHHs 6penoka / TPUBOXHOI KHOMKMN

[loaaiie 6penoK Ha BIACTaHI He GibLe 2 M BiA UEHTRY OXOPOHH. PEECTPaLIR BIABYBAETLCS Ha MIHIMABHO MOXTMBI MIOTYXHOCTI, LOB YHUKHYTH BIIMBY CYCIAHIX CHCTEM, WO
MOXAUEO HaNAILITOBYIOTCA NOPYY. [I1A A0AABAHHA NPUCTPOI YTPHMYFTE Byb-AikY KHONKY 6n#3KO 10 CeK /10 MHFOTIHHR 3ENEHOTO IHAMKATOPa. JloueKaiTecs MOBIAOMEHHA PO
YCniluHy peecTpaviio NPUCTPOIo. MepekoHailTecs Takox, Wo B 6penoky NPUCyTHA 3apaixeHa GaTapeiika.

flo iy
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4. Bring the key fob to a distance of 0.5 m from the security center, press and hold
the button for about 20 seconds - the key fob will be registered. Release the key
fob button.

ttps://web-security.u-prox.systems/panels/00:08:87:F[:23:1AVedit/ usess/edity1/keylobjcreate

BpenoK yCnilHo 1oaaHo

Bpenok ycniwHo nonaHo

3MIHUTH KHONKY
Sakpuu
3MiHWU T KHOMKK

3akput

5. If necessary, click the "Change buttons" button to reconfigure the functions of the
key fob buttons

0B8N T .. 0k

PeaaryBaHHa HanauTysa...

TocTanoBKa fia OXOpoHy

3uATTA 3 OXOPOHM

Pesxum “TpUBOXHHIA 6penoK”

Bupanutu Spenok
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Granting user access to a mobile application
1. Goto the "Users" section

« C & hop ecurity.u-proxsystem ivjusers - 2w PR AOQ 12.01 8

lonatu kopueTysaqa

O 01| nerpe-xa NN

A
<— Kopuctyeaui LogaTy kopucTyaaus

O 01 nerpenkon.n

1106 di e LR L

& PenaryBaHHa KOPUCTYi

] TecToBui MLIO

<— PeparyBaHHA KOpUCTyBaya Rorat email

MeTpenko M.M1

KnaaiatypHAii KO OCTaHOBKM/SHATTR

KnagiaTypHuii Ko,
NOGTAHORKU/ZHATTS

Bpenok

MobinsHmit AopaTok
Aop; Bpenok

Mo6insHui

Dasikok npu Tpuaosi fn0RaToK

Dopatn ema

M3siHok npu

MNetpeHko .1 TpUBO3|

BganyT KopHoTyBaua

Bupanuty kopucTysava

3. Select "Mobile application”
4. Enter the user's e-mail address, select the "Allow" option, and click the "Save'
button

<« C & huips//web-security.u-prox.systems/panels/00:08

diusers/edit/1 2 % PR »00Q :

MoéinbHuit popaTok
Mo6insHuit nopaToK e

I0380NUTH BUKOHCTOBYBATH MOGINLHUA
[AOBTOK /7% MIOTONHOIO KOPHCTYEANa?

(O  sasopomin
[

@ Dossonutn

O 3abopoHutn

36epertn

,

CkacyBaTu
Cxacysatu

5. The user will receive an email with an access invitation to the specified e-mail
address. If the application has not been installed before, the application will be
downloaded and installed. After launching the application, if necessary, a new user
will be registered.
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Setting up security groups
A security group is a logical set of zones of a protected premises (for example, a room,
apartment, garage, floor of a building, etc.), a minimum security unit. A security group
allows you to manage all zones simultaneously. Security groups are independent - the
user can manage and view only those security groups, devices, and events in them to
which he or she has been granted access.

1. Gotothe "Securlty groups” section

« C @ hitps/web-security.u-proxsystems/panels/00:08:B7:FL3 dit/groups - 2w PR A»OQ 235 mem

] TecToBwi MNMLIO - _ Cuctema
01| gim

G
< 'pynu Honamw rpyny

@ ot

315 m e ©mAN T TN

& Donatvrpyny

Tapax

[opatu rpyny

36epermn

( Ckacysar

3éepertu

3MiHa HanawTyBaHb

MynsToami Homep

1009

Cepeep 1

95.88.77.116

Tpyna npuctpois

Mopt Cepaepa 1

40001

[ Cepaep 2

O o 17.66.45.33
apax

Mopr Cepeepa 2

40001

158
3é6epertu
Ckacysatn

{ Ckacysati )
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Connecting to a security company

Connecting the system to a security company allows you to receive round-the-clock
monitoring of the security system status, rapid response to alarms with the
involvement of rapid response teams and engineers to maintain the equipment.

Each security system is identified by the security company by an internal identifier - a
monitoring station number or account.

1. Select the U-Prox MPX device you want to connect to the security company from
the list of devices

oww FPR*»O00 M

Cucrema

)

U-Prox MPXLE — jill

< CucteMa [loRarw pagionpucTpi

U-Prox MPX LE

Tpynu: 1

2w PR*»00:

] TecToBuK MNLUO

(R cwmus D Kowerymssi P rovem

Cepaep 1 Cepeep 2
€« HanawTyBaHHs cepBepa i i
| | |

3e°A30K 3 nynsTOM
MynsTosHi Homep

NynsToaui HoMap

Cepeep 1

Cepaep 1

Cepaep 1 Cepaep 2 —

Tecroani nepion

Croaiujerts npo siacyTHicTs 2208

39



3.
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web-security u-prox systems/pari 74t harm-sarvor/configurati o * PR »00:

U-PROX

To connect to a security company and work through the cloud, it is enough to set
only the monitoring station number of the security system

3MiHa HanawTyBaHb

MynsToRMA HoMEp

3MiHa HanalwTyBaHb

1009

Cepeep 1
1009

Tl

Mopt Cepeepa 1

0
Cepaep 2

=
Mopr Cepeepa 2
0
TecTosui nepion
15x8
3minmTi
Cxacysatu

To connect to a security company and work directly with redundancy via the
cloud, you need to set the monitoring station number of the security system and
specify the IP address and port of the event receiver

b-security.u-prox systems/panels/00:08:37:TE:33:1A/edi/alaim-server/conliguratior o2 % PRA»xO0OQ :

3MiHa HanawTyBaHb

MynToBwit HoMep
3MiHa HanawTyBaHb

1009
Cepeep 1

95.88.77.116

95.88.77.116 Mopr Cepaepa 1
40001
Cepaep 2

117.66.45.33

117.66.45.33

Mopr Cepeepa 2

40001

40001 TecToBMW Nepioa

1.5xa

Ckacysatn

1
3MiHUTH

Cxacysath

Additionally, you can configure the test period - the period of time for sending the
Periodic Test notification, which monitors the status of the device and the
communication channel between the device and the receiver of security events.
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Remove the device

1. Inthe list of devices, click the button [ ("Uninstall’) button on the U-Prox MPX you
want to uninstall

€ 5 C @ hups//web-security.u-proxsystems/panels o @ 1057 @

7] - talle
] TecToBwuia MLIO U-Prox Installer

KinbkicTb npunagie B koMnaHii: 1 Toparu npunag

Mowyk 3a akKayHTOM

® wr O

10
oo

Aasa
[| 00:08:87:FE:33:1A | Ethemet + Wifi | LTE| B
opengi

Q0@

2. Select the method of deletion - full, with all settings cleared (the "Clear all
settings.." option is checked, the device must be connected), or partial - the device
will be disconnected from the account, but all settings will be saved (the "Clear all
settings.." option is turned off)

BupanexHa npunany X

Bunanutv npunan
00:08:B7:FE:33:1A7

Buaanenus npuiagy
=N

1

Buganuti npunap 00:08:B7-FE:33:1A?

Mpunag nepetyaae & openai | !
b, _
OUMCTHTM HARAWTYBaHHS NDIAAY e
OMUCTUTH HaNAWTYEAHHA NPUABLY
(6yayTb 0MMIIEH HaNaWTYBaHHA
NynoTa, a TAKOX OCOBMCTI AaHi BCiX
KOpUCTYBaHis]

Bupanutu

Cracysatu

3. Click the Remove button to remove the device.
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U-Prox MPX device states

@ - the main power supply is normal

% - main power supply is absent
@ - the device case is closed

[F
I - the device case is open

- the battery is charged
EQ - battery charge level
— the battery is critically low
- the battery is defective

- The Ethernet communicator is fine, there is a connection to
the U-Prox Cloud

- no connection to the U-Prox Cloud

“ % - no Ethernet connection
WiFi  WiFi  WiFi  WiFi  WiFi . S

all ol o . .- connected via Wi-Fi, signal strength
WiFi

.+ - thereis no Wi-Fi connection

26 26 26 26 26 Mobile Internet, 2G connection, signal

T | T " . str%ngth and active SIM card number
2

i _there is no connection via 2G
connection

mobile Internet, 4G (LTE) connection,
signal strength and active SIM card
number

4G 4G 4G 4G 4G
.|I|| all al "

4G
.+ _thereis no 4G (LTE) connection
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States of wireless devices

o1 > £ 0 2. @-ZZOV power supply is normal

Kopwaop lJ’_/DLJ' - No 220V power supply

Jb - device temperature sensor

@ - the device case is closed
F

3aTonneHHn

: I - the device case is open

- the battery is charged

QQ - battery charge level

B— the battery is critically low
- the battery is defective

.|||I _ level of radio communication with the
device

|
.|[>< _there is no radio communication with
the device

) passage (bypass) of the zone for the
period of protection

_the sensor is tilted or inverted
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User interaction through the U-Prox Home app
Receiving an invitation « o o :
1. The user receives an invitation to their email [ Bt
2. After clicking the "Open application® link, you will be redirected .
P U-PROX
to the U-Prox Home application, if it is installed, or offered to I
install the application and set a password for a new user. JOCTYM
Mpusit!
[ins Baworo o6nikoBoro sanucy
HaAaHo
AOCTYN A0 KEepPYBaHHA
OXOPOHHOK CUCTEMOKD CTEHJ]
MPX B Mo6inbHOMY A0ofaTKY.
37 e Bt af 818 O NI A 7958 Bigkpuitte gopaTok No KHonui
Hoga ¢yHkuis - leo
HarafyBaHHA
3. ¥h
x en you first install the app, you will
e be asked for additional settings,
BOMNOMOTOH NiH-KOAY . .
Baw ianaHo Kiiorky SOS such as a security PIN, geo-reminder
3apatu niH-koa . .
et et - settings, app appearance, and, if you
e : are eligible, additional settings for
e G using the panic button
HanawTyBsaTty 3apas
Cnpo6yBaTu miaHilue
4. The main screen of

the application can have two views:
one group and horizontal navigation through the groups in the slider (view A) and a
view with a list of groups (view B)

1517 2 88 BT T

U-Prox MPX

&

Bes aXopoKH

I\

Tapax
Bes oxopoHu

View A. View B.

At the bottom of the screen is a navigation bar that allows you to navigate to the main
functions: Groups, Settings, Automation, Cameras, Event History.

Full production

1. Go to the "Groups" section
2. Select the appropriate group
3. Do the following for "Full staging"
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a. Forview A - move the joystick to the rightmost position

b. Forview B - select the appropriate group from the list and click the "Full
staging" button

4. The time to leave the room will start counting down

B H AT T

View B.

Partial staging ("Night mode", "Perimeter")
1. Go to the "Groups" section
2. Select the appropriate group
3. Do the following for "Partial staging"
a. Forview A - move the joystick to the leftmost position

b. Forview B - select the appropriate group from the list and click the "Partial
staging" button

4. The group will be armed in the Perimeter mode - all detectors with the Indoor
property will be deactivated

View A. View B.

Disarming the system

1. Go to the "Groups' section
2. Select the appropriate group
3. Do the following steps for "Withdrawal"
a. Forview A - move the joystick to the leftmost position
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b. Forview B - select the appropriate group from the list and click the
"Unmount” button
4. The group will be disarmed

View B.

Panic button

Sending an "Attack” signal ("Panic" or "Silent Alarm"). This feature must be enabled in
the user's properties.

1. Go to the "Groups" section

2. Do the following steps
a. Forview A - move the joystick to the lowest position and hold for 3 seconds
b. Forview B - press the "Alarm" button (!)

1517 488 OB M T8
SR OXME

SOS

Yrpumyn!
| curian Tpusork Gyae BiANpaBneHuit
uepea

Cancel the alarm

To cancel the alarm, just disarm the group or press the Arming and Disarm buttons at
once
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Control of actuators

1. Go to the "Automation” section
2. Click the switch next to the corresponding device to activate or deactivate it
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Video surveillance

1. Go to the "Cameras’ section
2. If not previously installed, the app will offer to download and install an additional

video module. Click "Download"

Jlopatkosuii Mmoaynb

s dyHKuis notpetye
33BaHTAXKEHHS [JOATKOBOrO
Moayns. LLo6 saBaHTaxuTX Lei
MOAy/Ib, NEPEKOHaNTECH, WO Balu
TenedioH NiAKIKOYEHO A0 IHTEPHETY,
i HATUCHITb KHONKY «3aBaHTAXNTI.

BaBaHTaxmMTM

CkacyBatun

U-PROX

3. After the module has successfully loaded, click the button (4), to add a camera
and select it from the menu that appears

[oaasaHHA KaMepu

4. When adding a Dahua/Imou camera, it is enough to set the camera name and
scan the serial number using the built-in QR code scanner.

804N T 768

Mepu Hix aonath kamepy Dahua &
fAoaatok U-Prox Home, HanawTyiite
Kamepy 3riHo 3 IHCTpYKLiaMU
BUPOBHMKA.

IM'5t Kamepy

CepiiiHmit Homep

Mapons aéo

Bxi
Kopugop
Cupena

Kyxis
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Mepu Hix AonaTh kamepy Dahua &
fAoaatok U-Prox Home, HanawTyiite
Kamepy 3riiHO 3 IHCTPYKUIAMU
BUPOBHIKA.

In

73

CkacyBaHHsA

Cupend

Kyxist
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5. Specify the security zone to which the camera is assigned so that the video from
the nearest camera is displayed in the event of an alarm in the zone, and click
Save. You can view the video for verification

Mepuw Hix gonaTu kamepy Dahua B
fAopatok U-Prox Home, HanawrTyiite
KaMepy 3rifiHO 3 IHCTPYKLiAMU
BUPO6HMKA.

Kamepa 1|

Bxig
Kopuaop
Cupena
Kyxus

Aaranmaiin

36epertu

Kopuop
Cupena
Kyxiis
SaTonnenks
Cwpexa agip

Tepumerp

S m AN T 76

(X

Kamepa poaana

MoauewnTHcs Bineo

3akpuTu

S @A N T T6%E

-

Kamepa poaana

MoauenTuCs Bineo

3akpuTn
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Event log
1. Go to the "Event log" section

IcTopia

o 16:13:49
Jina Tpiora D2 | Koph 16:13:48
16:13:38
16:113:15

ACHEREY

16124

0k MO

15:40:39

2. Tofilter events by type, use the "Filter" button

DinbTp noaijn

1% Toueoru/BigHosnenss

% HecnpagnocTi/Biaopneria

MocTanonk

3acTocysatn

CkacyBatu
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Additional options

This menu contains additional options for configuring and controlling the security
system

] 1TV Tectosa

OxopoHHa cucTema

ki Ta Gpenoxm

<opueTypayi

TIOBIAQMABHHS! | HAraZyBaHHA

Burnap noAaTky
Maponi Ta sxia

11po ATAATOK

1. "Security system" - information about the device, its communication channels, and
traffic consumption. It also allows you to change the Wi-Fi network settings.

CepiitHuis Homep

Bepcia MIKpONPOrpamit
Kanann as'sisky
Tpadik

Pinexs curkany GSM

PlseHs curany WiFl

HanawrysaHHsa Wi-Fi Mmepexi

2. '"Sensors and key fobs" - information about the devices in the system and their
status. It also allows you to view statistics on temperature changes and battery
discharge. From this menu, you can disable (skip or bypass) a faulty detector.

8 m N e 1513 @3

8 U-Prox MPX

® Kopucrysau

B Knanad

Bigkniounti aatumk

@ BxigHa knasiatypa

|I Bxia

I Kopunop
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"Users" - viewing users of the system, and, if granted the appropriate right, editing
them

—J] 1TV Tectosa

[lopath KopucTyBada

"Notifications and reminders" - set up notifications and reminders for arming and
disarming based on geolocation

CrioaiuenHa
Feo HaraaysaHHa

HajcunaTH CBoko reonokaliio
NPy HaTUCKaKHi SOS

"App appearance” - customize the appearance of the home screen and sensors to
show the temperature on the home screen

©

Oniarpyna

36epertv
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6. 'Passwords and login - additional security settings, such as biometric identification
and an additional PIN code to enter the application

L]

7. "About" - view the version of the application and send a request to the technical
support service
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Service
The system usually requires minimal maintenance.

Use a dry cloth suitable for appliances to periodically clean the device case from dust
and other contaminants as they appear.

Reset to factory settings
1. Remove the appliance from the backplate (3)
2. Press and hold the &4/ (6) within 40 seconds.
3. The device will display q)q)ﬂ) a series of beeps - continue to hold down the

button (6).
4. Release the button (6) after the light indicator turns yellow and a long signal

sounds ).

5. The device will return to the initial settings.

WARNING. IF YOU PRESS THE (6) BUTTON IS RELEASED DURING A SERIES OF BEEPS,
THE APPLIANCE DOES NOT RETURN TO THE INITIAL SETTINGS.
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Compliance with standards

¢ RED (Radio Equipment Directive) Directive 2014/53/EU
e EU ROHS Directive 2011/65/EU, EN IEC 63000:2018
e EN 623112008

e EN62368-1.2014

e EN50130-4:2011/A1.2014

e EN61000-6-3.2007/A 1:2011

e ETSIEN 301489-1v2.2.3

e ETSIEN 301489-3v211

e ETSIEN 301489-17 v3.2i4

e ETSIEN 301489-52vl21

e ETSIEN 300 220-1v3.11

e ETSIEN 300 220-2v3.21

e ETSIEN 300 328v22.2

e ETSIEN 301908-1v13.11

e ETSIEN 301908-2vi13.11

e ETSIEN 301908-13Vv13.11

e ETSIEN 301511v1251

e |EEE 802.3x-1997

e EN50131-1 Grade 2, Class ll;

EN 50131-1.2006/A1.2009/A2:2017/A3:2020
EN 50131-3:2009

EN 50131-5-3.2017

EN 50131-6:2017

EN 50131-10:2014

EN 50136-2:2013

O O O O O O

Warranty obligations

The

1

2
3.
4.
5

The warranty period for the U-Prox device (except for batteries) is 2 years from the
date of sale. If the device does not work properly, please contact technical support
first, as this issue may be resolved remotely.

scope of delivery
U-Prox MPX L/LE;
18650 rechargeable battery (pre-installed),
Power supply:;
Quick start guide;
Ethernet cable (only for U-Prox MPX LE)
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